
Audit Committee 07/11/19

Internal Audit Update

PORTFOLIO HOLDER
LEAD OFFICER:

Mike Starkie
Steven Brown, Chief Finance Officer

REPORT AUTHOR: Steven Brown, Chief Finance Officer

WHAT BENEFITS WILL THESE PROPOSALS BRING TO COPELAND RESIDENTS?
These proposals ensure the proper administration of the Council’s financial affairs to 
enable the continued delivery of services to Copeland residents. 

WHY HAS THIS REPORT COME TO AUDIT COMMITTEE?
This report provides the Audit Committee with an update on the audits completed 
since the last audit committee, progress against the annual plan, current key 
performance indicators and recommended amendments to the Internal Audit 
Charter and the definitions for internal audit assurance opinions.

RECOMMENDATIONS:
The Audit Committee is recommended to: 

1. Agree to the revised definition for internal audit assurance opinions, as set out in 
paragraph 2.

2. Note completion of the final reports as set out in paragraph 3; 

3. Agree to defer the ICT Strategy Implementation audit to 2020/21 as set out in 
paragraph 4; 

4. Note progress against the annual plan as set out in paragraph 5;

5. Note progress against the KPIs as set out in paragraph 6; and

6. Agree to the amendment to the Internal Audit Charter as per the safeguards which 
will be put in place to ensure the independence of the service under the new 
management arrangements, as set out in paragraph 7.

1. INTRODUCTION

1.1. Internal audit activity evaluates the exposures to risks relating to the 
organisation’s governance, operations and information systems, in 
compliance with the mandatory Public Sector Internal Audit Standards, and 
to assist Members and Officers in their assessment of the overall level of 
control and the potential impact of any identified system weaknesses.

1.2. This report summarises the completed internal audit reports in Quarter 2, 
progress against the annual plan and key performance indicators. It also 
recommends the agreement to an amendment to the Internal Audit Charter 



and the definitions for internal audit assurance opinions.

2. AUDIT ASSURANCE OPINION DEFINITIONS

2.1. The Council has not updated its audit report assurance opinion definitions 
since it left the shared service in 2017; as such the definitions are now out of 
date as many local authorities have updated them to make reference to 
governance and risk management arrangements as well as allowing an 
element of subjectivity based on the findings and internal control 
environment. The County Council recently updated its definitions to reflect 
this and it is proposed that this is adopted for the remainder of this financial 
year. The amendments are set out in Appendix A.

3. FINAL AUDIT REPORTS

3.1. Internal audit has issued three final reports during this period and, as 
requested by Members at the Audit Committee on 8th August 2019, the 
findings are summarised at Appendix B. The high priority recommendations 
have been extracted from the Management Action Plans and attached at 
Appendix C.

3.2. The final reports are:

 Finance – Petty Cash (Limited assurance). There are seven High priority 
and three Medium priority recommendations made in order to 
strengthen the existing control arrangements. Issues identified included 
non-compliance with procedures, unauthorised access to petty cash 
accounts, in-accurate records, etc. Further details provided in the 
appendices;

 Operational Risk Management (Reasonable assurance);
 Overview and Scrutiny (Reasonable assurance).

3.3. Full copies of these reports are available to Members of the Committee upon 
request.

4. AMENDMENT TO THE AUDIT PLAN

4.1. The 2019/20 annual audit plan includes a 30 day audit of ICT Strategy 
Implementation scheduled for Quarter 3.

4.2. The major impact of the cyber-attack on the Council’s ICT system and the 
appointment of a new ICT Manager has meant that the previous ICT Strategy 
required a comprehensive overhaul. 

4.3. Full Council on 25th June 2019 approved £950,000 of capital funds to 
completely transform the core IT networks and server infrastructure to 
address the issues raised in the annual PSN re-certification.

4.4. The ICT Strategy is currently being comprehensively rewritten and so it is 
recommended to Members that the ICT Strategy Implementation audit is 



carried over to quarter 4 of 2020/21 audit plan, to allow sufficient time for 
the revised strategy to be adequately implemented.

5. INTERNAL AUDIT PLAN 2019/20

5.1. Progress against the annual plan is detailed below. The plan has been sorted 
into quarterly periods to allow for ease of monitoring.

Audit Review and Sponsor Quarter
Assurance 

Opinion
Status

Finance – Petty Cash Q1 Limited Completed
Follow Up – Absence Management Q1 Substantial Completed
Follow Up – Community Asset 
Transfer

Q1 Reasonable Completed

Governance – Operational Risk 
Management

Q1 Reasonable Completed

Corporate Health and Safety Q2 Ongoing
Overview and Scrutiny Q2 Reasonable Completed
HR - Recruitment and Retention Q2 Reasonable Completed
ICT Purchasing, Associated Contracts 
and Support

Q2 Ongoing

Finance – Debtors Q3 Not started
ICT Strategy Implementation Q3 Postponed to 

2020/21
Procurement Q3 Ongoing 
Main Financial System – Council Tax Q3 Not started
Data Protection Act / GDPR Q4 Not started
Quality Assurance of Statutory 
Accounts 2019/20

Q4 Not started

Main Financial System – Cash 
Receipting

Q4 Not started

Main Financial System – Treasury 
Management

Q4 Not started

Follow Up - Information Governance Q4 Not started

5.2. Progress against the plan will be monitored quarterly and it is expected that 
the plan will be completed within budget.

6. INTERNAL AUDIT PERFROMANCE MEASURES

6.1. The departure of the Internal Audit Manager in July 2019 necessitated the 
establishment of alternate management arrangements. This, combined with 
the availability of departmental Officers during Quarter 2, has impacted on 
the internal audit performance measures for the number of completed audits 
and the timeliness of final reports, as detailed in Appendix D.



7. INTERNAL AUDIT CHARTER – INDEPENDENCE

7.1. The Copeland Borough Council Internal Audit Charter was agreed by the 
Audit Committee at its meeting on 10th April 2019; this sets out the 
authority, responsibilities and objectives of internal audit. Internal audit is 
required to conform to the mandatory Public Sector Internal Audit Standards 
(PSIAS), this requires that ‘where the chief audit executive has roles that fall 
outside of internal auditing, safeguards must be put in place to limit 
impairments to independence or objectivity’. Following the CLT restructure 
and departure of the Internal Audit Manager, the Director of Financial 
Resources (DoFR) now has day to day responsibility for internal audit function 
at the Council.

7.2. In common with many small local authorities this arrangement is not 
uncommon and considered both pragmatic and to give value for money. 
However, safeguards need to be put in place to limit impairments to 
independence or objectivity, therefore, the Audit Committee are advised of 
the following steps put in place to achieve this:

 The DoFR will not undertake any audit work but purely manage the 
function;

 For audits under the DoFRs responsibility the client representative will be 
the Deputy Section 151 Officer, Revenues Team Leader or Benefits Team 
Leader; 

 The auditors are given full authority to report directly to the Chief 
Executive, Audit Committee, Mayor or External Audit if they have any 
concerns about the suppression of audit evidence or the conduct of the 
DoFRs.

8. CONCLUSIONS

8.1. The Committee is asked to note progress on the audit plan.

9. STATUTORY OFFICER COMMENTS 

9.1. Legal comments are: No legal issues arise from the report.

9.2. The Monitoring Officer’s comments are: Contained within report.

9.3. The Section 151 Officer’s comments are: Contained within the report.

9.4. EIA Comments: N/A

9.5. Policy Framework: N/A

9.6. Other consultee comments, if any: N/A

List of Appendices 

Appendix A – Internal audit assurance opinion definitions;



Appendix B – Summary of outcomes of final audit reports issued;

Appendix C - Management Action Plan extract of High priority recommendations;

Appendix D – Internal audit performance measures.



Appendix A Internal Audit Assurance Opinion Definitions

There are four levels of assurance used and the recommended revision to their definitions are defined as follows:

Previous Definition and Rating Reason Amended Definition

Substantial There is a sound system of internal control designed to achieve 
the system objectives and this minimises risk.

The controls tested are being consistently applied and no 
weaknesses were identified.

Recommendations, if any, are of an advisory nature in context of 
the systems and operating controls & management of risks.

Sound frameworks of governance, risk management and internal 
control are in place and are operating effectively. 

Reasonable There is a reasonable system of internal control in place which 
should ensure that system objectives are generally achieved, but 
some issues have been raised which may result in a degree of risk 
exposure beyond that which is considered acceptable.

Generally good systems of internal control are found to be in 
place but there are some areas where controls are not effectively 
applied and/or not sufficiently developed. 

Recommendations are no greater than medium priority.

Frameworks of governance, risk management and internal 
control are generally sound with some opportunities to further 
develop the frameworks or compliance with them.  

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there 
are an unacceptable number of weaknesses which have been 
identified and the level of non-compliance and / or weaknesses in 
the system of internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as 
controls are not being operated effectively and consistently; this 
is likely to be evidenced by a significant level of error being 

Weaknesses in the frameworks of governance, risk management 
and /or internal control have been identified or there are areas of 
non-compliance with the established control framework which 
place the achievement of system / service objectives at risk. 



identified. 

Recommendations may include high and medium priority matters 
for address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the 
system open to error and/or abuse.

There are significant gaps in the governance, risk management 
and /or internal control frameworks or there are major lapses in 
compliance with the control framework that place the 
achievement of system / service objectives at significant risk. 



Appendix B Summary of outcomes of final audit reports (Quarter 2 2019/20)

Priority of Recommendations
Audit Review Assurance 

Opinion High Medium Advisory
Petty Cash Limited 7 3 0

Summary of key outcomes and recommendations

The Client Sponsor for this review was Steven Brown, Director of Financial Resources, and the agreed scope of the audit was: 

 Procedural guidance, including whether procedures are robust and have been circulated to appropriate staff;
 Petty cash is used for appropriate reimbursement in accordance with procedures;
 Reimbursements are supported by relevant vouchers and receipts;
 Cash advances are appropriately authorised;
 Security arrangements including access to safes and handover procedures;
 Petty Cash reconciliation; and
 Transactions are posted to the finance system (TOTAL) in a timely manner.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

Strengths: The following areas of good practice were identified during the course of the audit:
 Standard templates for claims of reimbursements of expenditure and replenishment of floats are available for use on the Council’s intranet.

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

High priority issues – see Appendix B for further details:
 Petty cash procedures do not reflect current processes or Council Financial Regulations and were not sufficiently communicated to the relevant 

members of staff;
 Claims were made which were not in accordance with the appropriate use stipulated in the procedures or Council’s Financial Regulations;
 Requests for new or increases to existing petty cash floats are not authorised in accordance with the procedures documented;
 Petty cash duties undertaken by staff not permitted according to authorised signatory information, which itself is not up to date;
 Reimbursements are made where inadequate authorisation is received;
 Records of transactions and float amounts are not accurately maintained;
 Petty cash floats and the control account are not regularly reconciled.



Medium priority issues:
 Requests to replenish petty cash floats are not always submitted in a timely manner;
 Petty cash floats are accessible to unauthorised staff members;
 Appropriateness of floats in operation is not regularly reviewed.

Advisory issues:
 No issues identified.

Comment from CLT, Director Corporate Services and Commercial Strategy
Whilst it is disappointing to receive a limited assurance in an area of finance with tangible consequences, the priorities outlined with agreed 
management action paves the way for swift rectification to improve the operation of petty cash handling and strengthen the procedure to an assured 
level of governance, and, reflective of current best practice. It is pleasing to see that management action has already commenced, and all audit 
recommendations should be implemented within a six month period, many being sooner than this.  In a department which is demonstrating continuous 
and professional improvement, CLT are confident that the measures being introduced will be appropriate, sound and robust.

Priority of Recommendations
Audit Review Assurance 

Opinion High Medium Advisory
Operational Risk Management Reasonable 2 3 0

Summary of key outcomes and recommendations

The Client Sponsor for this review was Sarah Pemberton, Director of Corporate Services and Commercial Strategy, and the agreed scope of the audit was:

 Policies and Procedures;
 Systems in place for the recording and monitoring of operational risks;
 Training provision for operational risk.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

Strengths: The following areas of good practice were identified during the course of the audit:
 Risk Management reports are submitted to CLT and Audit Committee on a quarterly basis;
 The Risk Management Policy includes the roles and responsibilities of officers undertaking risk management duties;
 The Council’s risk appetite is clearly defined within the policy;
 Arrangements for risk identification including examples and techniques are detailed in the policy to help risk owners identify relevant risks;



 The Council has incorporated the Zurich Risk Assessment Matrix into the policy to score risks;
 Arrangements for the monitoring operational risks, including those of high level, are clearly stated within the policy;
 The process for escalating operational risks is clearly documented;
 The current version of the policy is available on the Council’s intranet;
 Monthly email reminders are set up on Pentana to prompt risk owners to review and update each risk on the system.

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

High priority issues - see Appendix B for further details::
 Risks are not being consistently and regularly reviewed or updated on Pentana in accordance with the policy, which states this should be 

undertaken monthly by Risk Owners;
 Not all service plans have been submitted to the Performance and Risk Management Officer for upload to Pentana by the agreed deadline; those 

which have, are not consistently completed by Managers in line with policy requirements or accurately uploaded.

Medium priority issues:
 The Risk Management Policy is now out of date as it does not reflect the current staffing structure, policy compliance monitoring arrangements or 

reporting practices; 
 There is no formal process to ensure staff members with new responsibilities for risk management are captured for system and policy training;
 Incomplete training records are retained to verify that all relevant staff have undertaken necessary training.

Advisory issues:
 No issues identified.

Comment from CLT, Director of Growth and Inclusive Communities
We note the report’s recognition of the corporate infrastructure and process strengths in relation to operational strengths in line with the focus of CLT 
and our leadership and management group on ensuring service and corporate leadership are aware of operational risks, mitigate actively and are fully 
aware when to escalate to the strategic risk management level.   The actions in response to the recommendations are built on the continuing tightening 
of process and are supported by the existing triggers and engagement of our dedicated performance and risk management officer at all levels of 
operation.  Some of the actions have already been completed in a timely fashion following CLT restructure changes in the summer.



Priority of Recommendations
Audit Review Assurance 

Opinion High Medium Advisory
Overview and Scrutiny Reasonable 0 1 2

Summary of key outcomes and recommendations

The Client Sponsor for this review was Sarah Pemberton, Director of Corporate Services and Commercial Strategy, and the agreed scope of the audit was:

 Governance arrangements for Scrutiny;
 Overview and Scrutiny Committee Forward Plan;
 Effectiveness of Overview and Scrutiny Committee.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

The audit reviewed the current Constitution of the authority; however, changes to the Council resulting from the boundary commission review reduced 
the number Councillors from 51 to 33 (from May 2019) and this has meant that the numbers of Councillors serving on committees has reduced and some 
sub-committees have been disbanded, e.g. Overview and Scrutiny Sub-Committee. The Constitution is currently being reviewed and updated to reflect 
these changes and amendments will be reported to the Standards and Ethics Committee and Full Council.

Strengths: The following areas of good practice were identified during the course of the audit:
 The current Constitution reflects a culture of challenge and democratic accountability and the organisational culture promotes the values and 

goals of the Authority;
 Terms of reference are incorporated into the current Constitution which clearly define the separate duties of the Executive and OSC;
 A review of the OSC has been included in the Local Government Association Corporate Peer Challenge – “Scrutiny appears to be taken seriously, as 

evidenced through a work plan for the committee, a dedicated scrutiny officer post and topic ideas coming from both Members and officers”;
 Formal induction training on the role and function of the committee is compulsory for those members of the OSC. This training was also open to, 

and attended by, other members of Full Council;
 OSC control their own work programme and the Executive cannot control their work. Suggestions can be made from Full Council and Executive but 

OSC make the final decision;
 The Constitution clarifies that members of the Executive cannot be members of the OSC to ensure the independence of the committee; 
 The full-time Scrutiny Officer promotes the role of, and provides support to, the OSC and liaises between OSC, Executive, Corporate Leadership 

Team, etc. to ensure smooth working relationships;
 Reports and recommendations are submitted to Executive (if the proposals are consistent with the existing budgetary and policy framework), or 

to the Council as appropriate (e.g. if the recommendation would require a departure from or a change to the agreed budget and policy 
framework). To facilitate this there is a standing Executive agenda item “To receive any recommendations from the Overview and Scrutiny 



Committee”;
 Summarised reports of the work of OSC go to Full Council quarterly, with an annual report in quarter four;
 Ministry of Housing, Communities and Local Government guidance on overview and scrutiny have been given due regard by OSC and summarised 

recommendations have been made to Executive;
 Members Code of Conduct and induction training provides safeguards around the sharing of sensitive information with OSC members; and
 Corporate complaints information are reviewed annually by OSC to help inform the Committee’s work programme.

Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

High priority issues:
 No issues identified.

Medium priority issues:
 Full Council minutes and the Statement of Executive decisions confirm whether Overview and Scrutiny Committee recommendations are accepted 

or rejected at the initial report stage, but there is no formal process in place to monitor the actual implementation of the recommendations.

Advisory issues:
 Ministry of Housing, Communities and Local Government guidance, in relation to communicating scrutiny’s role to the public, advises that 

authorities should ensure scrutiny has a profile in the wider community. Although members of the public and service users are encouraged to 
participate in the OSC Task and Finish Group process, this is on a case by case basis. There is no communications strategy or process in place to 
engage the public in the role or work of OSC and there is no promotion of the profile for scrutiny in the wider community;

 The organisational changes which took place in July 2018 (with the introduction of the Head of Development, Head of Corporate Resources and 
the Head of Governance and Commercial) included a change in the line management of the Scrutiny Officer role, but the job description has not 
been updated to reflect this change.

Comment from Director of Growth and Inclusive Communities
The Overview and Scrutiny Committee performs a strong and integrated challenge function for the Council which is borne out by the audit findings.  The 
strengths have been clearly identified and provide great assurance that the Committee is performing and reporting effectively.   The recommendations 
are accepted as opportunities to continue to strengthen the monitoring and engagement tools being used.   We are proposing to use a task and finish 
group to ensure the committee consider what other public engagement they would wish to develop /use in their activity and role.



Audit of Petty Cash

Appendix C Management Action Plan extract of High Priority recommendations

Audit of Petty Cash

Management - achievement of the organisation’s strategic objectives.

● High priority  

Audit finding Management response

(a) Procedures

Petty Cash Administration Procedures were last updated in January 2015.  They can be found on 
the Council’s intranet and include templates for use by claimants and float holders.

Testing confirmed that these procedures were out of date.  For example:
 Reference is made to the “cash office” which is no longer in existence; 
 The maximum expenditure limit before authorisation from a chief officer is required is stated 

as £30.  This is actually £50 in accordance with the financial regulations;
 MCal system is detailed as being used for claiming expenses.  This system has not been in use 

for two years.

The Finance department stated that it had been decided that vouchers, completed for each claim, 
are no longer required to be forwarded to them with the reimbursement request forms and 
associated receipts.  This is not reflected in the current version of the procedures.  

Six float holders were questioned about the procedures during the audit and it was found:  
 Three were not aware of the documented procedures;
 Two of the three felt they had received no training on the processes at all;
 One float holder was not aware of the need for completion of claim vouchers, therefore 

none had been for that department;
 None of the six were aware of the increase to the maximum expenditure value before chief 

officer authorisation is required;

Agreed management action: 

Review and update of Petty Cash Administration 
Procedures to reflect current practices and the 
Councils Financial Regulations; subsequently issued 
to all float holders; and consideration of training 
requirements.



Audit of Petty Cash

 Retention of completed vouchers is not consistent with float holders who do use them;
 Differing responses, with some uncertainty, were given for how discrepancies should be 

dealt with and reported.

Recommendation 1:
Arrangements should be in place to review and update the Petty Cash Administration Procedures 
to ensure they fully reflect current requirements and Financial Regulations; once updated, they are 
appropriately communicated, made readily available and adequate training provided to float 
holders.

Risk exposure if not addressed:
 Inappropriate use of petty cash floats;
 Inconsistent administration of petty cash float and records;
 Staff are not aware of their responsibilities in the operation of petty cash;
 Inadequate authority of expenditure;
 Financial Regulations are not adhered to;
 Inadequate records are retained.

Responsible manager for implementing: 
Strategic Finance Accountant
Date to be implemented:
31/01/2020



Audit of Petty Cash

Regulatory - compliance with laws, regulations, policies, procedures and contracts.
● High priority  

Audit finding Management response

(a) Appropriate use of Petty Cash Floats

The Petty Cash Administration Procedures and Council’s Financial Regulations state that petty cash 
should only be used for minor expenditure and not for training and travel expenses or petrol for 
hire cars and that these should be reimbursed through the Council’s expenses system instead.

On examining 6 reimbursements made, expenditure for parking costs was found.  There was no 
explanation for this expense being processed via petty cash instead of the travel expenses system.

It was also noted that there is an amount of £200 within one float which is being used to fuel hire 
vehicles so that staff are not significantly out of pocket for any length of time when away at 
events.  On enquiry, there was uncertainty within the Finance department of what this money was 
used for and why it was still held in the float.

Recommendation 2:
Management arrangements should ensure that only appropriate expenditure is claimed through 
the petty cash system, in accordance with the procedures and financial regulations and other, 
more appropriate systems are used where possible.

Agreed management action: 
a) Finance verifying all reimbursements for 

appropriate use.

b) Financial Regulations currently under review.  
Process of fuel for hire cars to be clarified.

Risk exposure if not addressed:
 Council Procedures and Financial Regulations are not followed;
 Duplicate claims submitted on different systems.

Responsible manager for implementing: 
a) Strategic Finance Accountant
b) Director of Financial Resources

Date to be implemented:
a) 03/10/2019
b) 31/01/2020



Audit of Petty Cash

● High priority  

Audit finding Management response

(b) Authorisation of Petty Cash Floats

The current procedures state that where a new float or an increase to an existing one is requested, 
the employee must complete a petty cash float request form and be signed by both their Head of 
Service and by the S151 Chief Finance Officer.

Only one request to increase an existing float was found during 2018/19.  This was completed by a 
member of staff authorised to operate petty cash.  The form was then authorised by the Executive 
Director.  There was no evidence of authorisation from the S151 Chief Finance Officer.

Recommendation 3:
Appropriate authorisation should be obtained for all requests made for new or increases to 
existing petty cash floats.

Agreed management action: 
All requests for new or increases to existing floats 
to be checked prior to processing to ensure 
appropriate authorisation is obtained.

Risk exposure if not addressed:
 Council Procedures and Financial Regulations are not followed;
 Requests actioned without appropriate authority;
 Petty cash floats in operation with inadequate authorisation.

Responsible manager for implementing: 
Strategic Finance Accountant
Date to be implemented:
03/10/2019



Audit of Petty Cash

● High priority  

Audit finding Management response

(c) Authorised Signatory Forms
Authorised Signatory Forms are retained by the Finance department.  These forms include the 
names, signatures, duties and monetary limits to which certain staff are authorised to complete 
particular financial duties within their department’s budget, including authorisation for the 
operation of petty cash.

Six reimbursement claims and associated documents, from April 2018 to date, were examined and 
compared against the authorised signatory forms.  Testing found:

 Employees operating petty cash floats who were not authorised;
 Employees authorising float reimbursements who were not authorised;
 Employees who had married since completing authorised signatory forms but had not 

provided a new signature taking into account their married name;
 An unauthorised employee operating a float made a claim for reimbursement as well as 

authorising the same claim.

There is no evidence of additional authorisation being sought for these claims by the Finance 
department prior to reimbursement.

The Finance department have confirmed that all forms are due to be reviewed and updated.  At 
the time of testing, this had not begun.

Recommendation 4:
Authorised signatory forms should be reviewed and updated to include the current signatures and 
all relevant duties to be performed by an individual within each respective department’s budget.

Recommendation 5:
Reimbursements of floats should only be made where appropriate authorisation is received in 
accordance with authorised signatory information.

Agreed management action: 
Recommendation 4.
New authorised signatory forms sent to 
departments to obtain updated information.  
Chase return of those still outstanding.

Recommendation 5.
Reimbursement claims will be checked to ensure 
appropriate authorisation is obtained in 
accordance with updated authorised signatory 
information and procedures.



Audit of Petty Cash

Risk exposure if not addressed:
 Council Procedures and Financial Regulations are not followed;
 Inadequate verification of authorisations;
 Inadequate separation of duties.

Responsible manager for implementing: 
Strategic Finance Accountant
Date to be implemented:
R4 = 31/12/2019
R5 = 03/10/2019



Audit of Petty Cash

Information - reliability and integrity of financial and operational information.
● High priority  

Audit finding Management response

(a) Imprest Records 
The Finance department keep a record of each float as verified by year-end information submitted 
by the departments.  This includes their values, related staff and any new or returned floats in the 
year.

A Strategic Finance Accountant reconciles the balance of each annual return to the TOTAL finance 
system.

During testing, it was found that a transaction dating back to August 2017, relating to a request for 
an increase in a float, had been missed from the year-end certificates submitted.  This was not 
picked up on reconciliation by the Finance department as the transaction had also not been posted 
to the TOTAL system.  The department which the increase related to are also not including this 
amount on their reimbursement claims to include it in the total amount of their float.

Recommendation 6:
Management should have in place processes to ensure that all float amounts and transactions are 
accurately recorded both centrally and by the relevant department on all records and returns.

Agreed management action: 
Update of records and request monthly 
reconciliations of each float; Reconcile to TOTAL 
monthly.

Risk exposure if not addressed:
 Records of floats are not adequately maintained;
 Anomalies and errors are not easily identifiable; 
 Reconciliations are not accurate;
 Fraud.

Responsible manager for implementing: 
Strategic Finance Accountant
Date to be implemented:
30/04/2020



Audit of Petty Cash

● High priority

Audit finding Management response

(b) Float Replenishments and Reconciliations
Reimbursement requests are submitted to the Finance department together with supporting 
evidence when a department requires the petty cash float to be replenished to its agreed value.  

These requests detail the approved float amount, current cash balance and claim value, the total 
of the float as well as a list of each individual expenditure amount with description.  They are 
signed by the float holder claiming the reimbursement and then should be checked and verified by 
another appropriately authorised person within the department.  These checks should give 
assurance of the accuracy of the float.

One reimbursement examined during the audit was made after the expenditure had exceeded the 
float’s approved amount, taking the current cash balance to a minus figure.

Testing found that reimbursement requests for 6 of the 11 imprests were not frequently 
completed and ranged between only 2 to 6 times throughout a year.  

Reconciliations of the petty cash control account by the Finance department are only undertaken 
once a year with information from float holders being verified at the year-end.

Therefore, independent checks are undertaken infrequently affecting the timely identification of 
potential anomalies and errors.

Recommendation 7:
Management arrangements should ensure that individual floats and the petty cash control account 
are subject to regular independent review and reconciliation.

Agreed management action: 
Recommendation 7.
Monthly reconciliations, detailed at 
Recommendation 6, independently verified by 
relevant authorised manager/officer.

Risk exposure if not addressed:
 Financial embarrassment to staff where expenditure cannot be immediately reimbursed; 

Responsible manager for implementing: 
Strategic Finance Accountant



Audit of Petty Cash

 Records are not up to date;
 Anomalies and errors are not quickly identified;
 Fraud

Date to be implemented:
R7 = 30/04/2020



Audit of Operational Risk Management

Audit of Operational Risk Management

Management - achievement of the organisation’s strategic objectives.
● High priority

Audit finding Management response

(c) Identifying and Recording Operational Risks and Mitigating Controls
The Operational Risk Register (ORR) is a central register of Service level risks produced as part of 
the annual service plan.

According to the timetable for the 2019/20 service plans, the deadline for the submission of 
approved plans to the Performance and Risk Management Officer was 21st March 2019, to enable 
details to be uploaded to the Pentana monitoring system for 1st April 2019.  

As the Performance and Risk Management Officer was to be absent for a period of two months 
shortly after this deadline, it was ensured the operational risks included within the approved 
service plans received, were uploaded onto Pentana to enable review by risk owners during this 
period.

Internal Audit found that at 12th July 2019 three service plans had not been submitted to the 
Performance and Risk Management Officer.  Therefore, risks relating to these service areas could 
not be uploaded to Pentana for monthly monitoring or to be included in the quarterly reporting to 
CLT and Audit Committee as per the Risk Management Policy.  

From a sample of three completed service plans reviewed during the audit, it was found that:
 One service plan submitted was not aligned to the Risk Management Policy.  For example, the 

template submitted detailed the Mitigation Strategy is to “accept, avoid, reduce, ignore”, 
however;  the policy states the Risk Control Approach is to “treat, tolerate, transfer or 
terminate”;  

 The same plan also contained risk assessment scoring not in accordance with the policy.  This 
was amended by the Performance and Risk Management Officer for upload to Pentana;  

Agreed management action: 
2019/20 Service Plan Template and timetable was 
circulated to all Managers in Jan of 2019 by the 
Performance and Risk Management Officer . 
 
All Service Plans were considered and signed off by 
CLT session specifically for this purpose, when all 
had been received either in hard copy or soft copy 
format.

Only 2 Service Plans still need to be uploaded to 
Pentana. These both lie with one Manager who 
only submitted the two service plans by hardcopy 
and not electronically (hence not being added to 
Pentana). 
There has been no Service Plan for ICT since cyber-
attack.  The Service Plan will fall out of the ICT 
Strategy which is due in Q3 of 2019/20.

The new Customer Service Manager took up post in 
April 2019 and used the previous years’ service plan 
as a template to draft the 2019/20 service plan.  
The information, all still valid, has been transposed 



Audit of Operational Risk Management

 Amended scoring from the above service plan was uploaded incorrectly onto Pentana;
 One service plan did not include any information for Risk Control or Risk Monitoring, including 

risk owners;
 One service plan included the description of the Risk Identified but had not included the 

assessment scoring or Risk Control and Monitoring information.

Recommendation 4:
Management arrangements should ensure that service plans are completed for each service area, 
using the current template:
 On a timely basis; 
 Detailing all associated risks linked to service objectives; 
 Include accurate risk scoring; 
 Detail risk controls and monitoring information; and,
 That information is accurately uploaded to the Pentana system.

to the newer template with no impact on 
materiality of substance.  The service plan has 
therefore now been rectified, with amended 
scoring, and uploaded to Pentana.

The CFO had concentrated on strategic risk since 
taking up post in 2018. Operational risks have now 
been considered and updated on Pentana.
Narrative and scoring have been updated on 
Pentana.

CLT will continue to review the Service Plan 
Template annually and set and agree a timetable 
for submission, sign-off and upload to Pentana, this 
will continue to be communicated to mangers via 
LMG meetings, DTMs, 1-2-1s and e-mail reminders.

Agreed that the Performance and Risk 
Management Officer will flag up any incomplete 
risk details submitted as part of the Service Plans.

The two Service Plans received originally as hard 
copy are now uploaded to Pentana 

Risk exposure if not addressed:
 Management are not aware of, or have inadequate understanding of key risk areas and any 

mitigating controls;
 The assessment of a risk may be inadequately monitored or reported in line with policy;
 Assurance cannot be given that all risks are sufficiently managed according to procedures;

Responsible manager for implementing: 
Performance and Risk Management Officer
Date to be implemented:
31.08.19



Audit of Operational Risk Management

 Risks are not properly escalated.

● High priority  

Audit finding Management response

(d) Monitoring and Review
The Risk Management Policy states that operational risks are monitored monthly using Pentana.  
The system has been set up to trigger email reminders each month to risk owners to ensure all 
risks are reviewed on a regular basis.

From the sample of three service plans examined during the audit where information was 
included, it was confirmed that the risks uploaded onto Pentana included an email reminder 
trigger each month to the correct responsible officer named on the plan.  Where no risk owner had 
been identified on the plan, the Performance and Risk Management Officer had assigned this to 
the Service Manager who had compiled the service plan.

However, looking at all risks included on Pentana for the current year, it was found that only a 
quarter of risk owners update risks each month on the system.  Therefore, it cannot be confirmed 
that all risks are being sufficiently reviewed in line with the Policy.

Recommendation 5:
Management should ensure that all operational risks are reviewed at regular intervals and 
information updated on the Pentana system as evidence.

Agreed management action: 

There was only one possible owner of the risk which 
was the author of the service plan.  As the 
administrator of Pentana it is appropriate that 
minor administrative amendments to the plan can 
be made by the Performance and Risk 
Management Officer who administratively retains 
oversight of all the plans 

Current practices are already compliant with the 
recommendation.  Automatic e-mail reminders are 
sent on 1st of each month to operational risk 
owners.  This is followed up by a second automated 
e-mail reminder on the 7th of the month.  The two 
automated reminders are then followed up by the 
Performance and Risk Management Officer.  This 
recommendation has arisen primarily due to 
testing carried out on a snap shot in time. 

CLT will review the policy periodic/frequency of a 
service managers requirement to update.
Director of Corporate Services and Commercial 



Audit of Operational Risk Management

Strategy will review the policy to ensure 
expectations of service managers are appropriate 
and that it reflects working practices and 
operational pressures. 

A half yearly service plan update report is planned 
to be introduced for managers to report at LMG 
and to CLT.

Risk exposure if not addressed:
 Risks are not reviewed/updated in line with Council’s expectations;
 Assurance cannot be given that all risks are being managed according to procedures.

Responsible manager for implementing: 
Performance and Risk Management Officer
Date to be implemented:
30.09.19



Appendix D Internal Audit Performance Measures (Quarter 2 2019/20)

KPI Measure of Assessment Target Forecast Comment

Output Measures

Planned audits completed. % of planned audit reviews (or approved 
amendments to the plan) completed in 
respect of the financial year.

95%
Annual

35%
Q2

Audit Committee agreed 16 reviews for inclusion in the 
2019/20 audit plan.  This total included two follow up 
reviews. Following completion of the 2018/19 work plan a 
further follow up audit has been added to the plan 
[Information Governance].

To date 6 audits have been completed and reported.
Work is currently ongoing for a further 3 reviews.

Audit scopes agreed. % of audit scopes agreed with 
management and issued before 
commencement of the audit fieldwork.

100% 100% Agreed scopes are confirmed in the Client Notification 
issued to management.

Draft reports issued by 
agreed deadline.

% of draft internal audit reports issued 
by the agreed deadline or formally 
approved revised deadline agreed by 
Audit Manager and client.

80% 100% All reports issued within agreed deadlines – possible delays 
discussed with clients and revised dates agreed.

Timeliness of final reports. % of final internal audit reports issued 
for senior manager comments within 5 
working days of management response 
or closeout.

90% 67% 4 of 6 reports issued within 5 working days.

Recommendations agreed. % of recommendations accepted by 
management.

95% o/s To be included in the next report. 

Follow up. % of high priority audit 
recommendations implemented by 
target date.

100% --- Overdue actions are now included in a separate report from 
the Head of Corporate Resources and Commercial Strategy 
(M.O.).

Assignment completion. % individual reviews completed to 
required standard within target days or 
prior approved extension by Audit 

75% 83% 5 of 6 completed reviews within budget.



KPI Measure of Assessment Target Forecast Comment

Manager.
Quality Assurance

Quality Assurance checks 
completed.

% QA checks completed. 100% 100% Internal Audit Manager reviews working papers, findings 
and draft report prior to issue.

People Measures

Efficiency. % chargeable time. 80% 83% Target takes account of non-chargeable activities such as 
general administration, team meetings, training and service 
development projects.


